Silvertec (UK) Limited

Secure Remote Network Access for the Education Sector

Is your educational facility meeting the Government’s BECTA
guidelines for secure data access?

The Challenge to Educational Institutions

As schools, colleges and universities continue to embrace

the power of the internet, the risk of identity theft increases.
Educational facilities must mitigate this risk and BECTA has
provided some useful guidelines on when and how to do this.

Key applications where facilities need to consider
authentication include:

1. Remote access by staff to school networks, especially if
access to management information systems is to be granted
2. Online reporting to parents

3. Parent and/or pupil web portals

4. Access to third party systems / networks (such as local
authority hosted applications / data or central government
systems).

Two factor authentication (2FA) provides a solution to

the problem of unauthorised access by validating who is
attempting to access the network. The process itself is simple.
Each user of the service is provided with a token which delivers
a One Time Password (OTP), which when combined with the
unigue PIN they have, identifies them to the providers’ service,
which then authorises their connection to the network.
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Our Managed Services Portfolio

Within our toolkit, we utilise the most appropriate technology
solutions to solve challenges facing our customers today.

The educational sector is one area that benfits from our 2FA
solution.

Silvertec’'s managed services also include:

» Hosted Microsoft Exchange for email solutions

* Hosted Microsoft Sharepoint for document collaboration
e Server and Desktop virtualisation

* Disaster recovery

* Hosted desktops

* Storage and remote backup

» Desktop and Server remote monitoring and management

About Us

Silvertec (UK) Limited is a Milton Keynes based Managed
Service Provider of technology solutions. We build and
manage the IT services that are critical to our customers.

Visit our website at www.silvertec.co.uk for more information
or call us on 01908 332 130 to check you are compliant.
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